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B k% Hash
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B k¥ Hash
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B k% Hash

SHAZFRAYT + BN > STHHELSHA-1 ~ SHA-224 -
SHA-256 + SHA-384 » HISHA-512 » (1 EIEI%Y =
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SHA-0 160 160 512 264 _ 4 32 80 + and,or,xor, rotl gl
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B k% Hash

hg256%77 .
2556%Z|t _:?ﬁtr%l ng = SHA256(string _ anylong)

SHA256("apple"):
3A7BD3E2360A3D29EEA436FCFB7E44C7
35D117C42D1C1835420B6B9942DD4F1B

SHA256("apple ")(£ T — 1= H):
EOF6F390C37556B5EB3292A63159AEA8
EC795A4A1D4F22A18ABB14AC7341508F

SHA256("Linux"):
4828E60247C1636F57B7446A314E7F599
C12B53D40061CC851A1442004354FED
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HMAC kit [y
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Decision: If same then
authentic and integrity ch
else something is wrong!
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ATSHA204

What can ATSHA204 do?

- Authenticate an Accessory
- Authenticate Firmware

- Securely Exchange Session Keys
- Secret Storage
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ATSHA204

AT885C0104 vs ATSHA204

AT885C0104 ATSHA204
Algorithm Atmel Algorithm |Public SHA256
Key length 64bit 256bit
Interface 12C Single Wire & 12C
Memory 1KB 4KB
NDA requirement | Yes No
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ATSHA204 Security Features ATMEL

- Robust Crypto Algorithm
- SHA256 MAC, HMAC

- Advanced Multi-Level HW Security
- Active shield over entire chip
- All memories internally encrypted
- Internal state consistency checking
» Security protocols hard coded
- Supply tamper protection
- Internal clock generation Competitors
- Secure test methods, no JTAG peer| s | )
- No debug probe points, no test pads
- Desighed to Defend Against:
- 'Dumpster-diving” attacks
- Microprobe attacks
- Timing attacks
- Protocol attacks
- Fault attacks
- Power cycling

- Just as Secure as Smart Cards!
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ATSHA204

Key
256 bits long.

ATSHA204F|FHiXEkey{E HHASHE RIRRY
— &85 A FMAC,CheckMac,HMAC,
GenDig?E T o

EEPROM#Idata zoneRI{E = Slota] LLTF %
Key,
(1) Diversified keystR = i P75 4 rlckey
(2) Rolled Keys: Bjib&EoAuk#BAEHAH R I key
(3) Created Keys: iRl Caikeyr= At key
(4) Single-use Keys 1 HH R E PR
(5) Password Checking & AIMEL
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Accessory Authentication

AVR or ARM ATSHA204
Microprocessor
Challenge Secure
Date /
Key Time Key
Storage o 9 Storage
I
v v
SHA-256
Hash
Calculation
Response
(4
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Accessory Authentication — Host Chip

ATSHA204 AVR or ARM ATSHA204
- Microprocessor
Secure
Secure FIPS Cha”enge Kel;’r
Key RNG Storage
Storage o @
SHA-256
Hash
Engine
SHA-256
Response Hash €

9 Engine

s
@ Continue
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Firmware Authentication

AVR or ARM
Microprocessor

Key
Storage

Date /
Time

\_+

—

SHA-256
Hash
Calculation

6
@ No ~  Yes @
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Secret Storage

AVR or ARM Cryto Data

Random Microprocessor
Key Number

Storage Generator Secure

Key

\—+ Storage

SHA-256
Hash Clear Data

Calculation to Write

ATSHA204

Clear Data
to Read

Cryto Data

SHA-256
Hash
Engine

Clear Data
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Session Key Exchange

i
F—{

eSame secrets in
both ATSHA204s

*RNG ensures key
¢ uniqueness
*
«ATSHA204 MAC

High Quality produces AES Key
RNG
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Mutual Authentication

Uniformity across entire product lines

Tools authenticate batteries before allowing use
Charger Authenticates batteries before charging
Batteries authenticate charger before charging
Only valid products can be used together



Managing Subcontractors

- Chip Limits Subcontractor Actions
- Prevent unauthorized overbuilds
- OEM gives subcontractor limited qty of security devices
« Warranty Tracking
- Subcontractor logs mfr date, conditions, etc
- Personalize chip for use at one subcontractor only
- Match correct part with equipment/information at that subcon
- Control model numbers built by particular subcon
- Subcon only has authentication information for certain models

. Secure Programming Feature
- Protects secrets at third party subcontractors
- Atmel can securely program parts for high volume customers

. Customer: "We have more products sold under our name
that are not produced by us than what we produce”




CryptoAuthentication Kits and Support

Multiple Demo/Eval/Kit Boards
Modular for compatibility with STK/EVK boards

Source Code Library Code
Speed customer development cycle

Extensive Documentation
Quick Start and Hardware User Guides
Application Notes

Demonstration / Evaluation PC Software
Atmel Crypto Evaluation Studio (ACES)
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ATSHA204 USB Dongle

Small and Simple for Quick Demos

- Full PC GUI (ACES) support for device
evaluation & experimentation

- Low cost

ATMEL



AVR Studio 5 Integration

- Source Code Library
- Online, no NDA
- Supports most AVR and
ARM devices
- I12C or Single Wire Intfc
- SIO, UART or SW GPIO

- Integrated into ASF
framework
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Kits Integrated With Atmel Dev. Tools

- Pluggable Adapters to STK/EK boards

- Sockets to simplify lab prototyping

- Available for multiple package types

- Single or Dual chip for Host/Client development

- Source Code Library Online
- Fully integrated into ASF framework

-STK600 -SAM7



Xplained Top Board

S UC3-L0 A PLAINED I/ G SEE

- Multiple CryptoAuthentication Chips
- Each at different I2C address
- Program/experiment, switch to next to experiment with
different configurations

- Kit Project to run ACES GUI
- Online download for AVR
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ACES PC Software Tool

- Demonstrate, Evaluate & Configure

& AcFS Configuration Environment - ATSHA2 (4

bile Tools Mwew Help
Devaze: Mavigator * 4 X Configuration Zone |
fone Source
Configuration Zone Device
OTP Zone Undetermined
Slat 00 Compliance
Slot 01 Compliance
Slot 02 Compliance
Slot 03 Compliance
Slot 04 Compliance
Slhot 05 Compliance
Slot 06 Compliance
Slot 07 Compliance
Slot 08 Compliance
Slot 09 Compliance
Slot DA Compliance
Slot OB Compliance
Slot 0C Compliance
Shot 0D Compliance
Slot OE Compliance
Slot OF Compliance
TempKey Memory  Caboulated

Zone Configuration * 3 X
Configuration Zone

SH[0:1] 01 23

sM[2:3] £C 48

HeviNum B0 03 03 00
SH[4:7] 3 AB 21 37
SM[a] EE

TWiladdress | C%

TWIEnable Falke
Templiffset | (0

OTPmode | ResdOrky

anl1g Command sent!

07 15 01 01 OD 3% a7
GanDig Command Becelwed:
04 00 03 40

GanDig: Ra-writing UsaFflagl to kesp 1t at
Writing: Comfiglld

Write Ccmmand Sent:

OB 12 00 O OO FF OO0 FF 00 38 €1

Write Command Receiwed:

04 00 03 40

MAC Command Senk:

FF

27 08 06 01 00 AX BA BR BA AR AA AR AR ORR RN RA BA RR ORR AN AR AR AR RR
AR AN AR RM RR MR

BM AR R ORR RR RR RA

MAC Command Hecelwved:

D4 DF 23 42

== OTP 1 was ROT VALIDATED

EF

iFP

Clear Log Window

Zone Configuration | Tempkey Mamory |

Lock State * 1 X
Configuration fone Locked: Falsa
OTP{Data fones Locked: Falsa

_Commurécation Log | Caloulation Log |

System Stabus -3
@ Kit Name:  CHI01 SHAZOH 005 SWIZ
@ Device: ATSHAIN4

@ DevRew: 00000003
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